9/7/2021

KnowBe4

Human error. Conquered.

Phish Alert Button

Web Mail — mail.mma.edu

1. Within an emall, click the Phish Alert link to open a drop-down screen.
2. A prompt will ask you if you want to report the email as a phishing email. Click Phish Alert to report the
email.

Course Invitation

a Canvas <notifications@instructure.com:
Tue 7/13, 7:28 AM

Pretend Student %

To help protect your privacy, some content in this message has been blocked. To re-enable the blocks
To always show content from this sender, click here.

Label: MMA-Inbox-130 (6 nths) Expires: 1/9/2022 7:28 AM
Phish Alert

KnowBe4

Are you sure you want to report this as a phishing email?

Subject: Course Invitation

From: Canvas

‘ Phish Alert
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Web Mail for Microsoft 365 — portal.office.com

The Phish Alert Button icon will appear in the drop-down menu of an open email.

1. Click the top right dots of an email, then navigate to the Phish Alert button.

VolP Message <Voicemail@internal.voipmessage.com>

<
Fri 11/1/2019 11:33 AM DS 9 >

Test User ¥ /

You have a new voicemail! 855-566-9234

Details

Time of Call: Today @ 12:45:47
Lenth of Call: 46 seconds

*If you cannot play, move message to the "Inbox” folder.

Create rule

Print

Translate

Show in immersive reader
View message details
Open in new window

Like /

= Phish Alert

2. A sidebar prompt will ask you if you are sure you want to report the email as a phishing email. Click
the Phish Alert button to report the email.
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'E‘*:T Phish Alert

KnowBe4d m

Are you sure you want to report this as a
phishing email?

Subject:

PhishER Threat to Review - Auto-Purge
is ON

From:
PhishER

‘ Phish Alert

3. Atfter clicking the Phish Alert button, you will be notified whether the phish was simulated or reported
for further investigate.

Phish Alert X

Congratulations! The email you reported was a simulated phishing attack initiated by your
company. Good job!

Ok
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Outlook Client installed on desktop

The Phish Alert Button icon will appear as Phish Alert Report icon in the top right of the tool bar or a
Phish Alert link within the email.

1. Click the top right dots of an email, then navigate to the Phish Alert button. If this button is not
there, look for the Phish Alert link within the email

2~ EE||_ ®) |® |'3J Phish Alert Report | »==
I Label: MMA-Inbox-180 (B ?nthsj Expires: 1/

Phish Alert

2. A pop-up on the right will appear. Clicl “Phish Alert” to report the email.
Phish Alert X

KnowBed m

Are you sure you want to report this as a
phishing email?

Subject:

A friendly reminder

From:

Karen.Berrr

‘ Phish Alert

3. Once reported, you will receive a Thank you.

Phish Alert - hitps://us.pab.knowbed.com/static/NotificationDialog.htmI?okButtenLabel=T2s= &usrConfMg=VGhhbmsgeWd11GZvciByZ BvenRpbmegdGhpeyBIBWFpbC... X

Thank you for reporting this email to your security team. Because of people like you, our company is more secure!
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Please note: The Phish Alert Button is not accessible on all mobile devices at this time. The
button will become available as we move to cloud-based email.

Outlook Mobile App (Android)

1. On any open email, tap the three dots at the top-right of the screen.

O & 1.l 82% B9:53 AM

Safety recall for your vehicle

Note to self Yesterday
Pamela C. :

SourceMessage.eml
EML - 43 KB

Dear Valued Customer,

Your auto manufacturer has issued a
safety-related defect for certain vehicles
matching your make and model year.

If your car is included in this recall, take
your vehicle to your local certified service
center and the repairs will be completed
at no cost to you.
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2. The Phish Alert add-in will appear. Tap the Phish Alert add-in.

i © .l 82% W9:53 AM

- Reply
» Forward
[ ] Delete

;J /n
= g

Phish Alert More
Add-Ins

3. A prompt will ask you if you are sure you want to report the email as a phishing email. Tap the Phish
Alert button to report the email.
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* L v & % .l 80% W10:11 AM

X Phish Alert V2

KnowBe4

Are you sure you want to report this as a
phishing email?

Subject: Safety recall for your vehicle

From: Pamela C.

Mobile Phish Alert

4. If you have successfully reported a simulated phishing email sent on behalf of your organization, a
congratulatory message will display. Click OK to close it.
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e =+l 85% |

Thank you for reporting this email to your
security team. Because of people like you, our
company is more secure!
OK
< O 11
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Please note: The Phish Alert Button is not accessible on all mobile devices at this time. The
button will become available as we move to cloud-based email.

Outlook Mobile App (iOS)
1. On any open email, tap the three dots at the top-right of the screen.

ull T-Mobile LTE 12:47 PM 7 83% [ )

< ooo0 _|L-|l_ %

@ Doris K. 12:40 PM
To You coo
Dear Valued Customer, /

Your auto manufacturer has issued a safety-
related defect for certain vehicles matching your
make and model year. If your car is included in
this recall, take your vehicle to your local
certified service center and the repairs will be
completed at no cost to you.

Please click here to see if your vehicle
qualifies under this program.

Thank you,

NHTSA
National Highway Traffic Safety Administration

<<\ ~  Reply to All

Q B
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2. The Phish Alert add-in will appear. Tap the Phish Alert add-in.

G: :]

Outlook Phish Alert More
Customer... Add-Ins

Reply
Doris K.

Forward

Delete

Cancel

3. A prompt will ask you if you are sure you want to report the email as a phishing email. Tap the Phish
Alert button to report the email.
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ull T-Mobile LTE 12:50 PM ¥ 83%([)
X Phish Alert V2
KnowBe4

Are you sure you want to report this as a
phishing email?

Subject: Safety recall for your vehicle
From: Doris K.

Phish Alert

4. If you have successfully reported a simulated phishing email sent on behalf of your organization, a

congratulatory message will display. Click OK to close it.
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ull Verizon LTE 10:53 AM @ (o)

X Phish Alert V2

Great Job!!! Thank you for reporting this email.
This was no simulation, so thank you again for
keeping us safe.

OK
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